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CLAIMS 

[cl] 1. A method for providing privacy of user identity and characteristics in a 

communication system, comprising the steps of: 

transmitting a public key from a transceiver to a communication device; 

receiving one or more initial messages from said wireless communication device, wherein 
at least a portion of said one or more initial messages are encrypted using said public key; and 

decrypting said encrypted portion of said one or more initial messages using a private key 
corresponding to said public key. 

r£p2] 2. The method of claim 1 wherein said encrypted portion of said initial message 

^ comprises an identification of said communication device. 

Jc3] 3. The method of claim 1 further comprising the step of: 

X; allocating resources to initiate a communication between said wireless communication 

g device and a second communication device. 

tfb4] 4. The method of claim 3, wherein said communication comprises a secure 

Q communication. 

[c5] 5. The method of claim 1 further comprising the step of signing said public key for 
authentication purposes prior to the step of transmitting said public key. 

[c6] 6. The method of claim 1 wherein said public key is transmitted at a predetermined 

event. 

[c7] 7. The method of claim 6 wherein said predetermined event comprises an expiration 

of a timer. 

[c8] 8. Apparatus for providing privacy of user identity and characteristics in a 

communication system, comprising: 

a processor for generating a public key and a private key associated with a transceiver; 
a transmitter, coupled to said processor, for transmitting said public key to a 
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communication device; 

a receiver, coupled to said processor, for receiving one or more initial messages from said 
wireless communication device, wherein at least a portion of said one or more initial messages is 
encrypted using said public key; and 

a decryption processor for decrypting said portion of said one or more initial messages 
using said private key. 

[c9] 9. The apparatus of claim 8, wherein said portion of said initial message comprises 

an identification of said communication device. 

[clO] 10. The apparatus of claim 8 wherein said processor is further for allocating resources 

D to initiate communication between said wireless communication device and a second 
communication device. 

jgll] 11. The apparatus of claim 8 further comprising an encryption processor for signing 

1" said public key for authentication purposes prior to transmitting said public key to said 
s communication device. 

Jjpl2] 12. A method for providing privacy of user identity and characteristics in a 

O communication system, comprising the steps of: 

receiving a public key from a transceiver; and 

transmitting one or more initial messages to said transceiver, wherein at least a portion of 
said one or more initial messages is encrypted using said public key. 

[cl3] 13. The method of claim 12, wherein said portion of said initial message comprises an 

identification of said communication device. 

[cl4] 14. The method of claim 12 further comprising the step of: 

performing an authentication procedure on said public key to determine if said public key 
was transmitted by a trusted entity. 

[cl5] 15. An apparatus for providing privacy of user identity and characteristics in a 

communication system, comprising: 

a receiver for receiving a public key from a transceiver; 
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a processor for encrypting at least a portion of one or more an initial messages with said 
public key; and 

a transmitter for transmitting said one or more initial messages to said transceiver. 

[cl6] 16. The apparatus of claim 15 wherein said public key is signed and said processor is 

further for decrypting said public key and performing an authentication procedure on said public 
key to determine if said public key was transmitted by said transceiver. 

[cl7] 17. The apparatus of claim 15 wherein said portion of said one or more initial 

messages comprises an identification of said communication device. 

tf|18] 18. A system for providing privacy of user identity and characteristics in a 

communication system, comprising: 
03 a transceiver, comprising: 

jr. a processor for generating a public key and a private key associated with a 

II transceiver; 

g a transmitter, coupled to said processor, for transmitting said public key to a 

r-j communication device; 

^ a receiver, coupled to said processor, for receiving one or more an initial messages 

£3 from said wireless communication device, wherein at least a portion of said one or more 

initial message s is encrypted using said public key; 

a decryption processor for decrypting said portion of said one or more initial 
messages using said private key; 
said communication device comprising: 

a second receiver for receiving said public key from said transceiver; 

a second processor for encrypting at least a portion of said one or more initial 
messages with said public key; and 

a second transmitter for transmitting said one or more encrypted initial messages 
to said transceiver. 

[cl9] 19. The system of claim 18, wherein said portion of said one or more initial messages 

comprises an identification of said communication device. 

[c20] 20. A method for providing privacy of user identity and characteristics in a 
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communication system, comprising the steps of: 

generating a public key and a private key corresponding to a transceiver; 
transmitting said public key to a communication device; 

encrypting at least a portion of one or more an initial messages using said public key; 
transmitting said one or more initial messages from said communication device to said 
transceiver; and 

decrypting at least said portion of said one or more initial messages using said private 

key. 

21. The method of claim 20, further comprising the step of allocating resources to 
initiate a communication between said wireless communication device and a second 
communication device. 

22. The method of claim 21, wherein said communication comprises a secure 
communication. 

23. The method of claim 20, wherein said portion of said one or more initial messages 
comprises an identification of said communication device. 
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